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With over 23 years' experience in 
the forest products industry, 
Dendro Resource Management , 
Inc. (DRM) is a leader in timber 
audit services.  DRM is committed 
to supporting the integrity of the 
forest industry by providing 
independent analysis and 
recommendations regarding 
internal controls as well as actively 
detecting and documenting theft 
and fraud incidents.  Customer 
programs can be tailored with your 
Company's needs in mind.  With 

What do we control?  Opportunity. 
  
Last month we talked about the three basic elements of a 

criminal act and compared them to the 
basic elements of a fire.  Just as a fire 
requires fuel, oxygen and heat (or a 
spark), fraud requires pressure (fuel), 
rationalization (oxygen) and opportunity 
(a spark).    
  
We have little control over the personal 
pressures that employees and contractors 
face at home - the fuel that starts the 

process.  Outside of hiring honest people and then 
communicating the importance of honesty and fair dealing 
while, at the same time, reminding employees of the cost 
of fraud, we can do little to counter the rationalization that 
takes place in the heads of potential thieves.  That leaves 
opportunity, which is the only part of the equation that 
managers, internal auditors and foresters can truly impact.   
  
This month, we'll look at opportunity by identifying ten 
things foresters should know about theft.  With that 
knowledge in mind, timber companies can strategize to 
find ways to make the biggest impact at the most 
economical level. 
  
Sincerely, 
Aaron Gilland 
DRM, Inc. 
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I've put together a list of the ten things you should know to 
prevent and detect theft and fraud at your operation.   In 
some cases, 
awareness may be 
all the solution you 
need.  But in most 
other situations, 
you will need to 
take that knowledge 
and apply it to your 
own situation 
through positive 
action.         

  
So, here they are: 
  
1.  You can make an impact on fraud.  Focus on preventing 
opportunities and you will keep honest people honest.  You 
have to start by realizing there are things you can do to 
make a difference.  Some of those things are even quite 
simple.  Resolve to learn about effective fraud prevention 
techniques and implement that at your operation. 
  
2.  You're not immune from theft.  Studies indicate that:  

 40% of employees will never steal or be dishonest. 
 30% will steal or be dishonest on a regular basis 
 30% will steal or be dishonest depending on the 

situation (easy opportunities). 
Too many managers find it hard to believe that their 
employees would do this to them.  Although these 
percentages may vary depending on the study, all agree 
that there is a large percentage of society that will steal if 
given opportunities where they feel they can't be caught.  
Even honest people can become dishonest if given an easy 
opening.   
  
3.  Learn how theft is committed.  Knowledge is strength.  
Educate yourself on current fraud methods being used and 
the prevention and detection strategies devised to expose 
them.  Take note of any "red flags" or warning signs around 
you and do not underestimate the capability of the 
perpetrator.  The Association of Fraud Examiners is a great 

http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9REiKcPbxkh6AqCocorlP48TYTPjeKvVvLPtyArizQMhuk3AIbWucWhnPUE19aIw61VbMypI8vSJ464JB1wUK0idAng2lKpOB1vYdMCDL0pAAHz_NOEouUH
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9S-WA8-bal8L5p6OWfPOiN-WFpZm3Nwom9IJMqKXGreI14k9vxDcVEZs4Kma11AXS_QJHPCCdndzey7D-mvAUTOXc2dJROjDPgSFdtU9Z5rRdTcDOvOHejYV9OSQjcJAZA=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9RsTwe3QWdeyc04IrWu4avlpfYwrUXYmvk-H2Q0rhIY1TtUOSTwMbH9N3Py55zEON4Wzdp9Hb3IXz-yYOCvQba-7AsJv4Kd9U-n7BzK3xS8wPHQNMqIchFwX9IngIfQW8w=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9Rf5g-ZEf2suJFr0nuKBYTqf9gJJzS8VAmo9ZhuA4AIPiCXHJetK64IcSVUyhXavXJgA_8Q4F940SAIGDLF4SDwyDNgwsWdxaLahEEFxSLudOnaaGKyR6Dpj2c98XJmQOk=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9SrcRpJVaUYf7DCreUjxzrxAJqfv2amaADn2q8qSFgg203RT_aevUp8cTypdEZ3Y73xwjynPPy-eb7M-l8wvCQ_RW3xytQRP84=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9SrcRpJVaUYf7DCreUjxzrxAJqfv2amaADn2q8qSFgg203RT_aevUp8cTypdEZ3Y73xwjynPPy-eb7M-l8wvCQ_RW3xytQRP84=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9TpLYmYOLvql5PwwdEe1hdKxSGvaqRaogVN6fq8V2AMo1_8EB60XVZ_SUqQHQiOMn7zETzmomDVj4lestTEv_jk2SI6wfGEmOE=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9TMK5M3_Mrcry2cvnWI0Pu8ngq6_iP4Ct7eSbxFMW9IGoNrlewVSrUiTvbZIl7FV8qcpAqLnxPirrlmQnsFUCANuggqU0hu0fBAywEXC6LXYQ==
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9RNT2N82WPMwOyHPCmC39kgzHjwsHIoKiLQZy8RkWy8kjJDrRih74BpsDz8U1X9s8poEPK_5Z95m5uOdAe_CPVBHsJRhteNZck=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9RNT2N82WPMwOyHPCmC39kgzHjwsHIoKiLQZy8RkWy8kjJDrRih74BpsDz8U1X9s8poEPK_5Z95m5uOdAe_CPVBHsJRhteNZck=
http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9TLDVb1tDywLQLm1P3KL_heDp8bMhV0ZTAF_qK-if0-6zrcgqQKjXVq499r04YOGhXyqIKZkCwr9Z3dhp2QdvxGQswtZdhvTgOUVEGiZp_0pQ==
http://visitor.r20.constantcontact.com/email.jsp?m=1101199500442


resource for education on fraud. www.acfe.com. 
  
4.  Acknowledge that theft prevention is our job.  It isn't 
the sole responsibility of law enforcement or security 
personnel.  Solicit your employees to be part of the 
program.  Encourage employees to follow procedures, 
prepare proper documentation and report any suspicious 
activity.  If it looks odd, report it.  Help employees see how 
fraud hurts them as well.  This message can be crafted for 
honest employees and potential thieves as well.  
  
5.  Cooperate with authorities - Pursue judicial actions.  
Once a fraud is detected, seek an investigation.  Once 
criminal or civil wrongdoing has been proven, seek justice.  
Proper justice can send a strong message to others.  
Sometimes there is a reluctance to pursue criminal or civil 
charges against the perpetrators.  The reasons are many 
and even seem valid.  However, by seeking justice you will 
send a strong message to the next perpetrator that there is 
a significant risk in getting caught and the penalties can be 
severe.   
  
6.  Avoid conflicts of interest.  Be wary of people giving 
gifts.  What may appear to be small tokens of appreciation 
may end up compromising your business relationship. 
  
7.  Thieves take advantage of perceived weaknesses.  Two 

of the biggest weaknesses in the forest 
industry can be easily resolved.  The first is 
to avoid establishing a pattern or routine 
that is predictable and easily detected 
when visiting harvesting jobs.   
  
The second is to make sure you have at 
least some preventative measures in place.  
Put processes and procedures in place so 

unusual occurrences stand out.  Determine where your 
weaknesses are and shore them up. 
  
8.  Wood flow audits are extremely beneficial.  Conducting 
wood flow audits is not only a way to detect a potential 
problem; it also sends an important theft prevention 
message.   If thieves know you aren't looking, they will take 

http://r20.rs6.net/tn.jsp?llr=9ezvjsbab&et=1104843741619&s=2499&e=0011_C2K-4Ov9SWm4q6He9aOG9QSvLYwiTAFYIbjK_TGHWfxnAhGJVW_VXVB4cjj3VrO-Wa2K4H8O8Hc97j2G5Xxaxy8plMbhqPZRdwTbDniVs=


advantage of this 
opportunity.  Put doubt in 
their minds.  Let them know 
there are eyes and ears 
watching.  Use audits as a 
deterrent.   There are various 
methods of auditing-some are 
paper trail audits, others are 
camera audits and 

occasionally someone is hired to sit and watch or follow 
loads to the mill.  Keep in mind that even though your 
audits are not turning up anything sinister, that doesn't 
mean it didn't work.  Maybe the reason you're not finding 
any problems is the fact that you have successfully crafted 
your ant-theft and fraud message.    
  
9.  Beware of external risks/hazards.  Being in the woods 
lends itself to complacency since we are far away from the 
urban scene.  However, there are still hazards.  
Environmental Extremists may show up at your mill or 
block a road to a timber sale.  They may sabotage your 
equipment or burn your offices.  Furthermore, Meth labs 
and meth lab dumps are a significant and growing problem 
in the south.  Meth lab cooks are very paranoid and usually 
arm themselves.  The toxic waste from the dumps can put 
you and your employees at risk.  The same goes for 
marijuana grow sites.  It used to be sites discovered were 
primarily locals growing some for their use, but lately there 
is an increase in Mexican National's growing sites.  These 
folks may live on the site and are generally armed.  These 
large grow sites are extensive in the western states, but 
some have been found recently in Arkansas, Tennessee and 
Georgia.  At least two homicides have occurred with these 
operations. 
  
10.  Security benefits everyone.  It's difficult to place a 
dollar figure on how much is saved by having good security 
measures in place, but we do know that the lack of security 
leaves you very vulnerable.  
  
    
  

    

 
 


